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Development of a remote monitoring system for industrial machines (3rd Report)
MURAKAWA Akitoshi, OKANO Hitoshi and KIKUTA Keiichi

This study proposes a communication method for remotely and securely monitoring by using the Internet
without changing settings of routers and firewalls at least or at all. This study reports that the
communication software was revised for speed-up of transmission rate and was implemented encryption of
the communication data. Four improved points from the 2nd report are as follows.

1. The connection protocol between two terminals was improved, and was implemented exception
handlings.

2. The RTP protocol used for the data communication channel was modified to the UDP protocol to speed
up the transmission rate. In addition, the acknowledged response processing was improved. Therefore, the
baud rate rose to 3.27Mbps, and the proposed protocol could be used for the dynamic picture image
transmission.

3. The data channel between two terminals was encrypted.

4. Data communication to the remote two terminals was possible at the same time.

F—U— R ERBE, A =%y b, TRbAL, X2 )T o, HARAR

1 & 5V 7 =7, BllERER~L=y FHNOZIZEER
T5Y7 MU =T Ry, RTERIR L, EREL
BIE, B A — 32— P OB ORRENIR B A= ME, NAT ORI 7205 LAN I ST

|

T REFOEBEMNZT HBRICIE, W@EER & LCER B, fP—oN0F, NAT OIMAM 72 bAoA v 2 —x%
R —RANTHANSILTWD D, W@EEHENELS, & v M RIZE S LTV A,
AbmEtichs, —F, @mETEeA v F—F v b A
ERRSE R L TWEHD0, i1 BILicrm—n A q]:
pc |\~

JVIPT R (LUF, Z7a— L IP)BNNEE, %o |

VT A H CRENS D EORENDH Y, =R | I
WELTUL, A Z—Fy MIHFE VRN TN NAF
v,
KIFFETIE, N—BRT 74T 7 — IV DORELEE FIERER
BRI ELERTTHZ L, A7 —X PC

v MERZ > CLEICHERBERZT) 2L D TE S
WETAEZRRL, LT T, ARTIE, @
EHEDEEL, BET —F O FAUIC OV THRET

2 E1 SHRERO SR T LREE
2 LRTFLIERE 3 @#EEFBraNL
KL AT IO N— R =71, B1IORTEB0 2 KR AT ATERETH 7 hag, RFEEER
— MRS S R, 2Ry S EERS =Y POFEAMOBRT b=y
BT = b, BEOIND OMREERT 57 (SIP), SARRIOT—7IBE 71 P =138 L U8R

WO — DO SN S, ALEER e TR P BRSNS,



TR S WASTIR A HATIFZEAT Va8 T3 2 — e No.52(2009)

3.1 #EHEIn LaL (SIP)

P haL (LLUF, SIP) 12Xk Bt v = il
OREEBX ZB 217~ 7, SITHERE, Cld=z—
PIIEERIRAE, UIFAEEFFA IRL U R Mgk
Thbd, WEORFE, FHE, GWOWIUIREITRL
Thb, BIETHELEE, FHFmRAD URL 2488k, &
EHTmRRICHERERE T 5, ZO%ERHILIET 2%
THPRARICERT 2, HEHELMTONZGEIT,
TR HOIRRBIZERE T 5, HFMADDEE L2
A, Bk URL IZEEUR D URL 288k ST EE
BB ATV, URL DEERSITWRITIUE, =
Haexy i vLd s, UM 505G, UIEERET 5
& UIWHLER T ER LOIWHEE 21T 5, B ST
% URL Z{HE LImWGAE, YINLERO@F TR
URL {HEZ1T 9,

AGRTIL, FEIEHRED URL = 5 — QU045 (S HE A LR
72 & OFIFMABEERE &80 L7z,

S:State C:Command U:URL

0: GIlf AR 0: M EREL 0:URLE:ESEL
1: el 3R 1:ESERHY 1:URLEREHY
2:
3: LI ch

E2 SIPREEBE

3.2 T—REETO L

AR U CldT — Z #5167 202, RFC4040 22— & L
el —7 > 7 ZF M7 %, RIP HGnnsa 2%
L7728, SRSl EERSR & W 9 B S o T,

T Z ORI, Il E O Ed b 2K 5 728, RTP
FERAT D UDP 516 B OFERISE (BLF, ACK) iR(F
B IHE LT ERET D,

EET—XITEER AP 2@ U Ok &hn, E3
WCRT W SALT — 2 2 BT 5, 20T —4%, b

MUDSIPIZEVIEESNIZIP 7 RLA, R— FZH
FCEET D, BHMEH APT ITHMEERICH L, KFE1k
F—HB % UDP /37 b A RITHE|I L TR B &5
T5, Ny MNE, T2, —F U AEE, &
Ty, BRGOMBEBTHRIN G~y XL, ks
NE-F—2 2@ LT b DO Th D, BEEEHWS
LTk, ZEMO ACK BIFEFFOZ L7 EFAHE
L, —HZEMTIE, F—y—r7 AR5 TRR
HFEFE SO UDP Ny M EZFE L, ACK (E2MTii
%o ACK X7 NME, BESOT—XZ5REE 7 Z
7t (B4), ZE LIEHEST— 20N BT
X, TORES 77 7% 1, TRUAMI0 L EFR L,
B4 OBITIZAFERDOT = PEEL TWRNI L%
RLTWVWA,

FEPFr—-avA
WH70r2LE

EAAILI
BT I ?—'Jii%ll(l)l ?‘—GE@)\ (HHEES
&EWJX?O ) I 756 RYINKF1)
L Lmsit
BELT—4
REIOFIUCES L
EBR{EUDP/ ok
| IPAY4©0) | unp/\%‘m\l\;’—'ﬁiﬂuml I UAES (1) I HES) S
NETT =

B3 SARAT—2EX0=HDUP R O—FK

saesmosvom |1 [ [ [o[ ][]

REIOLICLS
[ACK] UDP/ vk BEI-TXABEEH (1)

I IPAY4(20) I UDPAWA(8) I F—hiERI(1) | RIEV-TVAESH (1)

&%{E&ﬂé&%&ﬂ)l BRIEHRE I (RERBH)

E4 ACK UDP /X7 k

HAKK 72 BEPEIES — 7 o A A B 5\ RT, #=hE
o=y hOT 7Y r— 3 0%, RS-232C U T
WA= RO AT ENTT —4 %, REHT—% 05|
BE LT, F=EHAPL MRS, XEH APL IS, =R
o= ~ M — SHCRIEEZITV, T D%
Bl = b LRSFEHIRM T v > a USENET
D&, UDP IZE DT —2BEVPRGIID, EREE
=y kb, BED UDP /7y M LTI
ACK ZiR[EL, Rl—y—7  AFZBORTOR N7 >
MAZAESNDET, RELERT —% OFXEEIT O,
TV = a BN —HEEETET L, B T APL
ZIERE, axs g AWM ThbRS,



5

o EIEA fhrg—R 24z
|7 amae INVITE N
ﬂ 7 407 Proxy Auth Req
ml Y <
s |7 ACK -
NI ]
é > g INVITECwith Auth) INVITE R
o
,59\ z . 200 OK < 200 OK
= v l
AT ACK » ACK R
al v
S DATA[0-0 UDPIZ&2P2PT —#A1zi%
s <ror] | [ DATADT -
—EEE { DATA[0-2 —
AR
LIRS ACKI0-012] ";
=
4:@7-— DATALI-T] |
DATA[1-2] —>»X ST
3 ;/E 9[
ACKiREEIZ [ | | - t
g,j@ﬁ{ A1 ACK[1-02] f >
-/ )L
<+ ACK[1-012] | Cl L
BYE o BvE
) 200 OK P 200 OK

B5 RBREARKICEZEE—TVR

3.3 FEE-EB{Ioran

WEMTORDTEL, BIOWET—¥ OBHEC
WEEBL T, SR 7 b 2 UWICRERER &
OMEEAl, T—2WmE 7 a b aiciEs{ba2 3 LT,
Wby 7 bo=T LT, A—T2YT7 hy=TO
1 > Td 5 OpenSSL? Z FHU -,
A. E#&Jo0kra)L SIP)

FHEICHRR OFFEEAT 9 72O A IGRAER 2 &
L,:@wﬁﬁﬁgﬁ SIVREEE VT,
R ERAFE BRI, 3 KO — o bR
= %F‘ﬁmaﬁmﬂf TLS i TiTo7, FTz,
S — RO NE RS, 1P T KL AR EDT—
B BGRIFITAT O 7 — 2 555 DR 5/biX, AES (T
1T-o7=,

B. T—42@&E7O oL

SIP Bw v a & THRICT—XBEEITON, T—
A EAbiz, i@ (AES 256bit) & V-, ot
SO CDRSFEIRGAR, Rt => MEF I/
CHET — 7 VEFD, [P —N2idznizod, g
T "PRFEBRAR, EREH =y NEHoT—4
L CH T — X 2T 5 2 IR CH B,

4 EIEHER
AT CRE L2 — S, PREPFEESR, RRE

B RSTAR A HARRFZERT V9 LB % — I JE 5 No.52(2009)

2=y hELTSHAR— RCHERBREZIT- 72, =i
= MIIFXUSB I A Z&HHEL, 220 NAT (1%
Symmetric NAT Z V) 7=, Symmetric NAT TiE, #{EEH

B WAN JICEI D M CToHNDR— MBI T 5728
PREFE B AR LRt = MHOT — X 55T
ARTHI— B Pk ST, BERER O SIS
HA2E 61T,

SIP OFT —Z B AL S TN D RS 5720
Ny hE=HY 77 b (WireShark”) % FAWT
ﬁ%@%:?yyf%ﬁoko@7@%“ﬁUV7F
REV, i — R ERFE B RN, P —R e
ﬁﬁ%ﬁn:ybﬁf%%m#ﬁbhfmé%%#%
BT 5D,

B 8 |ZRSFE AR, R =y NEeE=H
Vo7 LT bk E27rd, 2 o0mREdHT=y

NAT

R EEInR

mas—nN E ﬁl
X6 BEERBROKT

o —N\EDEER BEEEEL

SIP/SD Request: INVITE Sip compac@202.212.20.2, with session des

SIP Status: 100 GW\/Nﬂg
SIP/SD Request: INVITE =1n |COMNAEEIOr T 70 Tleedgs ansport-L
SIP  Status: 100 Trying
B SIP/SD Status: 200 OK, with session dascr"\pﬂun\ HT%k
SIP/SD Status: 200 oK, with session description
F | stp Request: ack sip:compag@202.212.20.3:55248;trans port-UDp compaq@202.212.20.3
SIP  Request: ACK sip:compag®202.212.20.3:59248;Transport=upp LS
51 1o g £ eed 2 BEMNRNRTNS,
= 10
T upP source port: 59266 Destination port: 35080
| e
IcQ
A uDP source port: 35080 Destination port: 59266
UDP  Source port: 59266 Destination port: 35080
ApplicationData& L
uoP source port: 35080 Destination port: 59266 1,)75\,:_,;:;[,\
$ = X
o —N\EDBEER BESEHY
TLSvl Application pata, application Data
TLSvl Application pata
TLsvl Application pata
TLsvl application pata, application pata
TCP 5061 > 59127 [ACK] Seq=045 Ack=538 win=gfr80 Len=0
TCP 3588 » 5061 [ACK] Seg=810 Ack=403 win-g#130 Len=0
B TLsvl Application Data,
% TCP 5061 > 59127 [ACK. seq 509 Ack=1460 win=62780 Len=0
R TLSvl Application pata
&II TLsvl application pata, application pata
TLSvl Application Data
7—.” uoP Source port: 4002 Destination port: 35062
1cq
| UDP Source port: 59186 Destination port: 35060
ubP source port: 35062 Dpestination port: 4002
@ TCP 5061 > 3588 [Ack] Seq=1210 ack=1316 win=64022 Len=0
UDP  Source port: 4002 Destination port: 35062
UDP  Source port: 35060 Destination port: 59186
upP SouUrce part: J9L186 pestination part: 35060

UDP Suurca por’t: 35062 pestination port: 4002
rt: 4002 Destination port

=7 Wﬁ#—n&ﬁfﬂﬁm*ﬁw
B0 ) LosEie



TR S WASTIR A HATIFZEAT Va8 T3 2 — e No.52(2009)

ZREHZE=X Y 7 TETNDH I EnNbnd,

F— HUREH L, Y 3. 2TMbps T o 7o, BhEif4
e DIEAEST D 1 > & LTMPEGL 235 5708, Z Dk
BAREI T T 2T — HHEEEE X 1. 150Mbps T 5,
WEFRBROFE B (3. 27Mbps) 1%, MPEGL [T BERT — X
HROSHRE D 2{FLL ETH D20, HRE LT —Xi@E
FRADPEEBREIZ IR TE D 2 LB D,

IHME  T-MD  ARNH

lwr‘.um ]
E

| mwET
= /

w0 [
igns |1 [0 )
e | [0

&

| g

]
= E
» i 3000
]
- “

8 RTEERKREM

=REEER
az=vk
(PC)

=RREER
az=yk
($HRAHR—F)

5 #

AT, ARCR LT v b aLoss, FEkiy
OWfEHER ], B L OEEER 21T -7, Fla L
TRTS

1. WKM7 v b 2L OBELIT, FISMLERIZ
S AREE LT,

2. WEHEZmEELT D701, T—XBEITHN
7= RTP 7'uh=zLips UDP 7 ahaL~EHL, S
DICHERIS BB DY EZ T o T, & DRERT —
ZEAEIREN 3. 2TMbps & 72 1), BhIEGAREIZ B4
HREETH D Z LTz,

3. PP — N L RSFEEE R K ONER A =

~ OB T 1 b LDl I KOREREA FAE L
7=

4. REFEESR S [RIRFIC 2 BT OEREE AL = >

h~, F—XiBEZAREL LTz,

X ®|

1) FRAIf : TS B PEE THAFFeHRS, 51 (2008), 1
2)
3)

http://www. openssl. org/
http://www. wireshark. org/



